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Adobe CEF | AAMUpdate.exe | hex.dll Adobeupdate. | HKEY_CURRENT_USER\Software\Micr

Helper dat osoft\Windows\CurrentVersion\Run
(AAM Updatevim)

ESET HTTP | unsecapp.exe http_dlL.dll http_dll.dat HKEY_CURRENT_USER\Software\Micr

Server osoft\Windows\CurrentVersion\Run

Service (Microsoft Malware ProtectionbOr)

Smadav Smadav.exe SmadHook3 | smadavupdate | HKEY_CURRENT_USER\Software\Micr
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g y % 61° T GI] q ° 2\ § { T-1 q

3903)05 Scheduled Task mo%ap%cop_g: (9%08:01339_% Q(Q)u

Status

Name
LE! Autodesk plugin

Triggers
At 10:51 AM on 12/28/2020 - After triggered, repeat every 10 minutes indefinitely.

5 GoogleUpdateTaskMachineCore Ready  Multiple triggers defined
% GoogleUpdateTaskMachineUA Queued At 10:35 AM every day - After triggered, repeat every 1 hour for a duration of 1 day.
& npcapwatchdog Ready At system startup

Copyright © Feb 8 2021, Myanmar Computer Emergency Response Team, mmCERT/cc



PlugX Removal Guide Version 1.2 I
Myanmar Computer Emergency Response Team I \I\ \l [l |

MYANMAR COMPUTER EMERGENCY RESPONSE TEAM

{)(Q) - PlugX oop_S og%cm[oooogé 90058@30’)5) 05390?5@5%&1%39%)8 Scheduled Task

0%0%:003:(‘:)
PlugX RAT 3302 03058 038000:q6000 i3§q029¢ §E:codieudqps(gé:

o Ji PlugX RAT 093038303 900266202 oga}q”[ooo? PlugX RAT 323 ﬂcomcoosaaocefaaoc?o
63505 ka03 &GS oS-
L
2} o oC 00 [y C C C co
() oooeigd (L)(Q)cﬂsgo?c: 06M$Q||07203C F2AROVOCY|MD4§)e§Ea0D PlugX RAT

@\ Process (AAM Updates.exe) or% Task Manager @ End Process Tree C\P<°)<5]||

% Windows Task Manager =1 EE] @

File Options View Help

;@Eaﬁbnsi‘ Processes j}:VSérvricesjliPrer'fbrmancejl7l\rle"t~rlv67ri<irr)gt 7Usersi

Image Name User Name CPU  Memory (Private Working Set) Description =
I —
[E ARM Upate eve | 29 Open File Location jatche
CSrss.exe SYSTEM 00 Berver Runtime Process
csrss.exe SYSTEM 00 End Process Server Runtime Process
|
wm. Wi w M,
dwm.exe 00 End Process Tree c:r Window Manager 3
explorer.exe 00 's Explorer =
GoogleCrashHandler.exe SYSTEM 00 Debug : Crash Handler
Isass.exe SYSTEM 00 UAC Virtualization $ecurity Authority Process

0(g) - Task Manager 035 SQC\P(SC\P(SC\?_I(TgﬁGOOD PlugX RAT &\ Process 320
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Updatevim Folder 639305501 AAM Update.exel hex.dll §§ adobeupdate.dat
o¢ . Q N Q
BCQPEOY YOA§SRII

= e >
@Uv[ » Computer » Local Disk (C:) » ProgramData » AAM Updatevim - ‘ +5 |'[ search aam Updatevim o |
Organize v Include in library v Share with + New folder SRS [ @
g y i
S — Name Date modified Type Size
Bl Desktop AAM Update.exe 1/10/2020 12:14 AN 186 KB
% Downloads _| adobeupdate.dat 1/10 157 KB
=, Recent Places %] hex.dll 1/10/202012:14 AM  Application extens. 20 KB

Q(g) - C:\ProgramData\ folder 0339303088 PlugX RAT © o%o%zooo:eoao §<°:qps

(o]

(0) sasﬁ[o PlugX RAT eﬁlzor;)qpsoap_s Q(G)ogéeo%@ooo:wésao?éz C:\Users\All
Users\AAM Updatevim Folder ogcczcopéz qéz&ﬁ?gé(@gsgos @%U%:ooo:ﬁwéd%
Gogoqoapéssogog qé: Location 0333305038%)19333 AAM Update.exel hex.dll §<S:
adobeupdate.dat @8@3:(?3(\)9_52 cﬂcﬁeosq@éu
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[E=8 o =
@uv’ » Computer » Local Disk (C:) » Users » AllUsers » AAM Updatevim - | +45 | ‘ Search AAM Updatevim 0 |
Organize « Include in library » Share with ¥ New folder g== = £ ‘@‘
=
r Favorites Name Date modified Type Size

Bl Desktop AAM Update.exe v pplication 186 KB

& Downloads |_| adobeupdate.dat M Fil 157 KB

=, Recent Places %] hex.dll 1/10/202012:14 AM  Application extens... 20 KB

(‘:)(G) - C:\Users\All Users\AAM Updatevim Folder 639905088 PlugX RAT

¢ 9 [o XY
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(20) PlugX RAT :33@c ()g.%(ﬂuooooc\)ogé sa@ooézsacx?&\yéeqseo)qq% 390305 Registry
oc\>§1 HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Run\
939305035 AAM Updatevim 399[3_5§§ wt%o%sooosoap_scﬁ eogoqeé@og@s

c..Q < Q ¢ Q. < '] <
QCS(QCDES (?_l(DGOSQ§ QY3200 :Dall

[E=H ol &)

ﬁ Registry Editor
File Edit View Favorites Help
Group Policy “ || Name Type Data
HomeGroup 25) (Default) REG_SZ (value not set)
;";e et Setti 33 AAM Updatevim REG_SZ "C:\ProgramData\AAM Updatevim\AAM Update.exe” 136
y intern n
MCET engs ab| Opera Browser Assistant  REG_SZ C:\Users\KMZ\AppData\Local\Programs\Opera\assistant\browser_assistant.exe
NetCache
Policies
RADAR
Run

RunOnce

0(qQ) - Registry 939305088 sg@sgq?écgéqc :390805 PlugX RAT © Run Key o%o%sooo:(;)

IL

3353003:@5:@0333@(3 q<°:: Folder (r%mé: cﬂ(ﬁcozeﬁcﬁ&;&ﬂwéu (Qoﬁqlcﬁn
o o N C < N oc < oc¢C
c=lo] K=levels) Hopl oHeplel™ @@3339@@ @me@%ccﬂoapjn R0eD - rzcef.exe OCg

o c O ° c
Render Selclove Folder 3EPOM aao?:@[d]oopjn)

(c) %:oaeé?géqp:(ﬁ C:\Users\[UserName]\AppData\Roaming\Intel\[CLSID] 639305038

(=1 o =
@I\Jv| . % Local Disk (C:) » Users » DELL » AppData » Roaming » v|4¢|| Search Roaming p'
Organize » Include in library = Share with Mew folder g== - E] IZ:.E:ZI
-"— ~
¢ Favorites Mame Date modified Type Size
Bl Desktop | Adobe 6/8/202012:34 PM  File folder
& Downloads . Identities 6/8/202012:34 PM  File folder

5| Recent Places 6/8/20201235PM  File folder

, Media Center Programs 04:46 PM  File folder
7 Libraries . Microsoft 6/8/2020 12:35PM  File folder

3 Daocuments

o

(®) - or%c)rc)%(ﬁ@ooozqeooo@§cﬂ|[mo§ Gsoooeﬂom?g C2C Server a%eo:%eﬁ
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PlugX RAT 3202 03058 058000:q@000 Storage Devices qpze gE:coézondqp:gé:

o PlugX RAT 20p0 gg(ﬁéqeoao(rg$cﬂ|[or>o? C2C Server oi’a:;SL° 338m9§(73?mao§

e 0
o
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oD
Lo
)

glods005g)eqaag € GE:038:006p38Eqp03 Memory Stick 03236200 External Media gpzen

RECYCLER.BIN (236wnod

[

RECYCLERS.BIN Folder 633308088 ogézaoéseé@o%@: Cc2C

Server §<°: szolorgaocﬁgaaésa&ogf:@ esoooqpsog eo:8ep_5[§6‘533én PlugX RAT 35922

CO Co C < . C
U)(D@OO@G]_GODD Storage Device EEI’T? @Q)§P°€1§39(7800 O )OgC@(I)DSOD@ Location UgC

38386613(73({](’7)608616@@0)33@"
C\Windows\system32\cmd exe

:\RECYCLER.BIN>dir/a
Volume in drive E is Plugx
Volume Serial Number is D63A-D728

Directory of E:\RECYCLER.BIN

02:1@ PM <DIR>
02:10 PM <DIR> a3
02:43 PM <DIR> 13AC606CA408B86593
02:10 PM <DIR> 982B8D99D6E51C14
10:33 PM 160,779  adobeupdate.dat
©2:38 PM 126| desktop.ini
190,144 explorer.exe
53,248 | hex.dll
4 File(s) 404,297 bytes
4 Dir(s) 8,001,863,680 bytes free

{)(@) - Storage Device qp:sgogf::ogé PlugX RAT Q 0§or%:oo:>:§eoa:> (fsccquz

oGl océ(ﬁsogcﬁ 9000366200 Storage Device qppso PlugX RAT 320: @w§19°o:3faaocaoce_-|93

C (o]
GS’BD(D(S]SQO? @ (3]33&

(») Windows &\ Run Box ci;ooaocf: Command Prompt (cmd.exe) 093 G@Tul?ooo
00 [y C C ° . C c
660R8Q)02202 moaocsgw:[glooozeoao Storage Device 320Q00 ewo@

<
G0s620D Drive 3908C 3) OCGGT.)ODO’]II OO 080 @@JL LCLS]:D&II)

(9) o%c;yao% “dir/a” Command cr%:a@a{)z@[ma Storage Device 390883088
ep_Soogf Folder gz ﬁopaéo?g 0dca0:0li o@:fP oo%eao:qoogé RECYCLER.BIN
C

(o@eo?oo) RECYCLERS.BIN 093 Gogoﬁop’]m qE: Storage Device :13@c PlugX RAT

o%o%%cﬁéooozq@: @o%cﬂ:néu
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icrosoft Windows [Version 6.3.76881
{c>» 2813 Microsoft Corporation. All rights reserved.

\Users IR -
[EzsJdirsa
Uolume in drive E is mmCERI/cc
Uolume Serial Mumber is 62EC-F2F2
Directory of E:n
;5/29/2823 16 AM <DIR> autorun.inf
: RECYCLERS .BIN

System Uolume Information

i =) B bytes
4 Dirds> 14.324,.420_.6088 bytes free

O(20) - PlugX RAT 03055053 9002366200 Storage Device ogc RECYCLERS.BIN Folder
L L L
3228 @ccorgoqcl)

(0)  “cd RECYCLERS.BIN” Command 033203:(q|s) RECYCLERS.BIN (3860705)
¢ 0_¢ Q T o} e (e,
RECYCLER.BIN 3203C:200C 6205020 dir/a” Command o sga?@[[g Folder

32NER 3P’ 00500l 03R0dcs0PNE G(00)one ew%@oo:)"oa S
08°§1LQI°L ° T °€108L 08 °@

390935:3 AdobeUpdate.exe (3?3@0?05) sgaﬁloeﬁtzoéqpsogé explorer.exel hex.dll
C oCc O O c N < o _0O o]
§¢ adobeupdate.dat ¢coym? c;ogoqepj@oaoagu o?o%c;ogoﬂqcﬂoo Command

Prompt ¢ “del *.*” Command 093 3939@@ 835@9:39:):0"93(@ qlorgeo:qeéu “del

** Command && 88 203 ©[O02009333] SEQPd WOdI VUID Are you sure
: ? Qﬂ R | ({I IE i QI R 1 ('tl LEI y

(Y/N)? ooee"cglc “y ﬁeaﬁsﬂcﬁ@z q(ﬁeozq@p_gn @zcmé (?_984{]33(72]%?1@§[§83
«q: ” (o] ° [y c ¢ ¢ 0 C c
eﬂeo)eﬁ dir/a” command o 3939@@ [§§C\>p_oo>o>eaozeon§ Q?sgocﬂoa@u

[E:“RECYCLERS . BIN>dir a
Uolume in drive E is mmCERI-/cc
Uolume Serial Number is 7B47-ECBB

Directory of E:“RECYCLERS.BIN

A6~ 03,2020 2 <DIR>
A6 03,2020 5 <DIR> -
A1 -18-2828 H 168,267 adobeupdate.dat
11820208 = 198,144 Adobelpdate.exe
A6-03-2020 H 126 desktop.ini
A1-18-2020 = 28,488 hex.d1l
371.817 bhytes
2 Dirds ) 15.521.632,.256 bytes free

:~RECYCLERS .BIN:del =.=
:~RECYCLERS _BIN-%_%_ Are you sure (Y N7 y

:~RECYCLERS . BIN>dir-a
Uolume in drive E is mmCERI-/cc
Uolume Serial Number is 7B47-ECBB

Directory of E:“RECYCLERS.BIN
A6~ 03,2020 59 AM <DIR>

A6.-03-2020 5% AaM <DIR> nin
A6.-03-20208 56 AM 126 desktop.ini

1 File<s> 126 hytes
2 DirCs> 15.522.0879.888 bytes free

(00) - RECYCLERS.BIN 32038:§) PlugX RAT ¢ 0§032000:6000

oQ . Qo Q.S
BCQR3QO0390¢s0¢

Copyright © Feb 8 2021, Myanmar Computer Emergency Response Team, mmCERT/cc



PlugX Removal Guide Version 1.2
Myanmar Computer Emergency Response Team

(00) sgoowej C2C Server oaaﬁorgaocﬁ%?:[gé 2 Goa:cRIccz
)

[o Ny (o] o oc¢C C
Device qpoogc ozoooooseoa:)cgccﬂo:@ o( J)(ﬂego?c: Folder 003
C o C C (e (] oc¢ o c ¢
oop_oeaoomﬁ ooe:aop_o:ooos@cscre eogoqep_a@cn[gz sgagcﬂcgcqp:crg Q00
(0] °

eﬁ “del foldername” Command o) 32003 @lqep_gn

L

[E:~>cd RECYCLER.BIN
[E:“RECYCLER.BIN>dir-a

Uolume in drive E is

Uolume Serial Humber is V847-ECHB
Directory of E:“~RECYCLER.BIN

A6 ~87 /2828 H <DIR>
A6 /8% /2020 H <DIR>

A6 ~87 /2820 H 7E6AG6PZED36411%
12-13-201%9 H M 168,779 adobeupdate .dat
A6 -89 /2820 H 126 desktop.ini
121320019 H 198,144 explorer.exe
B2-17/2828 H PM 53.248 hex.dll
484,297 bytes
3 Diwvds> 15.521.476.688 bytes free

[E=“RECYCLER.BIN>_

o(o]) - 83&3@9_5@3009@93093 TE6A6672ED364119 Folder 035 wocf)ogézaoézooozc‘.’g

L

PlugX RAT 0305803686 eo8 onongud(gés

ol PlugX RAT 030990560 036662320000 6320050130362 83058968028 Q00206 010008 -
3 g 1 1 70 61 61 08 L7° X § 3 s EB
() 88633§e00204)0: GO°8GODD@ 520098EB6331 Link 9p:odesd 0odcs03d
ﬂ. ILQ{I °? ° g 31 r T Qﬂ Y T °
c C
3PCRUOMNECH[03R !
(3) 8833Qeo00 GO°8G:D:>G@°C\°)@0°)5 & 60520 csae@of:"e@oéogee"cﬁ(r%
ﬂ ||.S9 o ° °CRI E @ ° A ° L
C [o] c 0

° N < C o} C c (e
CD(TJ@q_ﬂOD@(Ye GOqu&)[’J_'QSQQ']OgC GO»(.L%O\I?SQCL G&)SHDGS’BDC GGo[§§o[9°?CDD

< C <

c
GG:C\)S@Q?%?@@GT?“
(0)  ©20030g0dee:0dgpP: M5S0l aBewiadyp:ea: 3(gnopgp:ad Forward
g ° Qﬂ ° Ghl r°°° QI ° ° ° |Leﬂ °

C C C N (o] [o] oc¢C C
coo@csqu 000D MMCERT :DGOSOGj ooc@ozsﬁn
L L Lo Lo L

(00) eu?@éqe:no Website q[oze oéﬁoqéqpsl f’gcc:qp: Download C\?f)epogcc:

Virustotal (www.virustotal.com) 05:152 Website quogé G:DQ_I’.)GG’Q’.)CC:
®o°>eaoz[§:9 gé@éq%u
(c) Microsoft Word 83839@03 eoz@moewo?géqozmz: Mircosoft Word c°L9c°: o?or°>|
C C C [y
600> Notepad @g LIRS
(®) Memory Stick oog ocqp m gcspogc oqoq (?» eﬂoz(ﬂﬁ(ﬂm ®o§eao:[§:§:>ao
gg@p_geﬁu Shortcut cgcqp:o? gge@@eﬁn
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(s0) 880@@5 Microsoft Windowsi Microsoft Office oéﬁoqéqugf: Anti-virus
oéjoqéquo% G§oc73@€3:396[§396§3908 Update @[(\?(Q)@S Anti-virus 320:

<

é&)@%@@?é%@@')ég@ésﬂ 68(7361%"

o PlugX RAT o%nca%cﬁé%g?fzoo%oa(ﬁej 33@33:805@@2@%:&3&0) o@q—Q; JJJU of:)

)]

(‘o C °[§C°OC[§° O CO Co o c o [0} C 02 O’]
©$3000603(9$38C(Q: 000009 COIEQGD  MRJQOP2Q0)  ®OE0: V0l
[¢] o _C oo [} T C C Q0
sgqllgaooza?momq?[éleqwo?go@ S12 Exchange Buildingl @g|,09/090066c06081 @g||20§)
0] C C c ¢ oc C Q C c
[9[°§wogc cooeqom®®eao:§c&e@oc: saoaeozsgocﬂoaan

[g§e08Eemsqoromeszeol 03(gseazaag, (MmCERT/cc)

Reference

https://cyware.com/news/plugx-rat-the-tale-of-the-rat-that-has-been-used-in-various-

cyber-espionage-campaigns-7aabe7b2

https://insights.oem.avira.com/new-wave-of-plugx-targets-hong-kong/

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/web-attack/112/pulling-the-

plug-on-plugx

Indicators of Compromise (I0Cs)

File Name MD5 Value
adobeupdate.dat 38baabddffb1d732a05ffa2c70331e21, cf3eca063449eb5b3aasb5e33b13ebd4,
8cedb5d84b80d76d281a768487ab913c, e21e8f398c6d61ae8335664b1ad0444f,
11a9f4e43fcf839c2d5c4bbaOb1d98c5, 70e8898810ac014a3820e6579519bee5,
0e2c8d92d63e33eb26cchcef12694855, 1557d751b7a760a39ec743e27ad2af58,
bb705766d736447b1dc8f720d5a9388b, 6c08293af10d065551c6078911e064c1l
461fefae3eal0d82cd2c76e257622c67
adobehelp.exe c43de22826a424b2d24cf1b4b694ce07, f26179d65b42720b2a4984d717c309de
hex.dll 21ael8f2fc557e2751840bc517eaf8b5, 041415cdc204f8efal12e01581205decl,
43529e54971a2302ae736c40f39d65df, c33d3d6970dbb19062ae09505a6eb376,
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60a4cd63562a47d507bc41ea59074f7a, 8166372d3aace7f9965f0a57fa03fcde

4¢c36ab90a5f74df2c37e7ad029d52ece

volenum.dat

798810d4ab0637916e699%¢eeffb393db

wmiav.exe

e0d96cb8e6e6e40f5ef3c70cc4aabb9a

RzLog4CPP_Logger.dll

5afa942f967ec2952b1ae295f3de8230

smadavupdate.dat

504a73639a7868ed8576ea3cbafc0239

smadav.exe ab5d85079e299ac49fcc9f12516243de
SmadHook32c.dll fc55344597d540453326d94eb673e750
adobeupdates.dat aa59340b2bel4c4d9d4eb69329729b7b
AdobePlay.exe 440277d0c826aba62ba95d65a67c4aa’

RzLog4CPP_Logger.dll

29ed39c6e66a8882fb8571db34473c4e

Rzlogger.dat

T747bceda7891a9e186ccd80ce6e196a5

RzProcess.exe

earfsb7fdble637e4e73f6bf43dcf090

RzLog4CPP_Logger.dll

ed9372ec28556ff71efd4810a0a3ac6e

USB.dat

089f71fb66a4bd2a158e34a130635f68

dbg.exe

18315184dc464bbad1f202306c055d1e

x32bridge.dll

8fad9dec74b1a6ef999bd31bd3bce1027

C C
(o e]ep]~{e) §C§

C

oll oooe:?a[c_faéooooeo s ( JOo@ 33§<§| g%co ¢ q(f))

L

JII ?o%wsg@f;@égm

C

C @CO( [g c . c o _¢ C)
GLDCDGO (033 JOJO &?@I 3@COO200 QO 61(7)
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